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ﬁ Edit File Activity Tracking Frofile
Selected Tree: COLORLIFE_TREE

Install Location: SALES. TARAN.COLORLIFE w

Current Profile:  #33E:0#E SALES TAMNAN COLORLIFE Cancel
Edit Filename/E stension
[ DoMOT kack the following:

|m|:u3 Enter the filename or extenzsion to track

If checked, the Extenzian entered above can be 1-10 characters [enter a " for tracking files with
no extenzion, othenwize ehter the extenzion without a dot, i.e. "EXE", "DLL", etc.]

Edit Path

Edit Server

v Block 'wiite [ Track Openz | [ Track Salvages File/Directory

E=plarer
[ Track Deletes || [ Block DEKI_ Track Read: [ Track Purges

N\ N\
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ﬁ Edit File Activity Tracking Profile
Selected Tree: COLORLIFE_TREE
Inztall Location: S&LES. TalwaN COLORLIFE
Current Profile: 83 :0EE. SALES. TAM AN COLORLIFE
Edit Filename/E xtetizion
[ Do NOT track the following:

||:-:Is Enter the filename or extenzion to brack

[ Track changes to Directonies/Faolders anly (o tracking of files)

Tracking by Estengion Only
[+ File specified is Extenzion Only - If checked, any path specified below will be MOT be included.

If checked, the Extenzion entered above can be 1-10 characters [enter a ' for tracking files with
no extension, othensize enter the extension without a dot, i.e. "EXE", "DLL", etz.]

Edit Path

Edit Server

[+ Track "Writes [ Block "writes [v Track Openz || Track Salvages Fi|'5|'_:-"Di|fE'3t':'f}'
wplorer

Iw Track Deletes | [ Block Deletes || v Track Reads | [ Track Purges Azzistant

Cancel

Ok
===
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Eﬂ zers to Excluode from Blocking by File Tracking Profile
Selected Tree: COLORLIFE_TREE Done
Install Location: SALES. TARwWARN COLORLIFE

Currert Profile:  $8F250E%. SALES. TANAN COLORLIFE

IJzerz/Objects to Exclude from Blocking
b8 acchw COLORLIFE
& admin COLORLIFE

Add
Ilzerz/Objects
to Exclude from

Blocking

Remove
zelected
dzer/Object
from Blocking
Excluzion

) o
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Customized Block Message

X

IEsEFRE M b LEE

Cancel - Do Mot Send
Cuztom Meszsage when
Blacking Access

0k, - Uge Cuztom Mezsage
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() CalorFolder BIEEI 200777426 F4F 07:28
HibivE [y data % e 2007627 T4 04:01
[£3)15.354a5d4bBce64500 wIEEE 2006/11/16 4 0:...
o FEVER ynovell IR 3007420 F4F 0421
L) FRDriE ) Program Files BITEE 2007515 F4F 04:03
0 Bz =) scare2 ol R 200743013 T4 04:34
= i) shire BEREE 200777114 F4F 04:55
'3 LA ) Sierra BRI 200722 F4F 02:10
() sonce BIEEI 200777427 T4 08:05
FHEH ) SYSTEMTOOLS W 0763 FF 06 ()
() temp BIRERIE 2007613 FF 04 558831 Windows Media Player 352 (1)
07-E_HEHR ) testvbs wIEEE 20077127 T 12.
Fe]v 317 ME ) vimware B 200772127 T 0m W imtameEs 00
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. Nowell Meszarse Popup

Novell

FMeszzage T est MHum. .. Time First Received Sending Server
= fE R B S P T B [ ES 1 200747427 F<F 10.... GROUPWISE

Full Mezzage:

FMez=zage from server GROUPWISE:
Feceived 20073 YR 2YH F-F 10:16:34:

IE#ETF R SH P B P L B |

Meszzage MHumber

| Clear | Clear All Beply. .. 1 of 1

) o
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Select Profile Tepe to create: About Selected Profile Type:

[l

= File Activity Tracking Thiz Type of Profile allows vou to

= ¢ Activite track and receive alerts of selected

e Metwfare Server activity.

=T¢ OS5 Login ¢ Logout Tracking .

patd . ) Activity data can be used to detect

=8 MDS Security Tracking trends. Specific activity that can be

o ; : tracked/alerted includes when ML=

=& MDS Security Granularity are losded o unloaded, CPU
rezource uzage, Disk Space Uszage,
et

Enter name for new Profile;

e

/ Cancel | | Create |

olorlif
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= % COLORLIFE_TREE
- Eﬁ&. SALES. Talw'aM COLORLIFE
2 IR
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DSMETER Global Operations

[nztall ko Tree

Create/t aintain Locations

DSMETER Location Options

Define Location Operations

DSMETER.MLM b aintenance

Token Maintenance

Quick DSMETER Reports

Cuztom Reports

DSMETER Profiles

Create

Define

Delete

wa 11f

MHumber of Serverz Inztalled
Current Inztall Location:

Entire Tree:

Daone
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pRAUE

| B

| BEEH:

| File Offset: | EAP:F‘:%H- | 7

[File Copy Occurred]
[File Copy Occurred]
[File Copy Occurred]
[File Capy Oecurred]
[File Copy Occurred]
[Filz Copy Occurred]
[File Copy Occurred]
[File Copy Occurred]
[File Copy Occurred]
[File Copy Occurred]
[Filz Copyp Occurred]
[File Copy Occurred]
[Filz Copy Occurred]
[File Copy Occurred]
[File Copy Occur
[Filz Copy Occur - B
[File Capy Ozcur

[Filz Copyp Occurred]
[File Copy Occurred]
[Filz Copy Occurred]
[Filz Eraze/Re-Create]
[Filz Eraze/Re-Create]
[File Eraze/Re-Create]
[Filz Eraze/Re-Create]
[Filz Eraze/Re-Create]
[Filz Eraze/Re-Create]
[File Eraze/Fe-Create]
[Filz Eraze/Re-Create]
[File Eraze/Re-Create]
[File Eraze/Re-Create]
[Filz Eraze/Re-Create]
[Filz Eraze]

[File Erase]

=

urnber of Records:

1.615

anderzon.SALES TAMMAM . COL...
anderzon SALES TAMMAM. COL...
anderzon SALES TAMMAM.COL...
ahderzon SALES TAMMAM. COL...
anderzon SALES TAMMAM.COL...
anderzon SALES. TalwaN . COL...
anderson SALES TAMwWAMN. COL...
anderzon SALES TAMMAMN. COL...
anderzon SALES TAMMAM. COL...
anderzon SALES TAMMAM.COL...
anderzon SALES TAMMAM.COL...
anderzon SALES TAlwWAM.COL...
anderzon SALES. TalwaN . COL...
anderson SALES TAlwWARN. COL...

2 fn =

anderzon SALES TAMMAM.COL...
anderzon SALES TAlwWAM.COL...
amy. SALES. TAlwWAM COLORLIFE
arny. SALES. TalwAM COLORLIFE
anderzon SALES TAMMAMN. COL...
army. SALES Talwak COLORLIFE
ahderzon SALES TAMMAM. COL...
arny. SALES. TAMWAM COLORLIFE
arny. SALES. TAlwAM COLORLIFE
amy. SALES. TAlwWAM COLORLIFE
arny. SALES. TalwAM COLORLIFE
ary. SALES. TalwaM COLORLIFE
army. SALES Talwak COLORLIFE
ahderzon SALES TAMMAM. COL...
arny. SALES. TAMWAM COLORLIFE
anderzon SALES. T.-ﬁ-.l"-.-'\-".-'i‘-.N CoL...

e Lo -

ERar i RkEia=

GROUPWISESNYOLT: 5ALE S ZETEHEREFRTE \ColarSupport2007051 1001 -ColorSupport. xlz
GROUPWISEOLT SALES \BETHEREF=1E \HPIH S48 \HPEI R iEHEa B St R e 55 2= 0809...
GROUPWISENYOLT: SALE S EEFSIERRZR#E \CalorS upport 200705280 01 -CalarS uppart. xls
GROUPWISENYOLT: SALE S EFERAFR4E \ColarSupparth 20070403001 -CalarS uppart. xz
GROUPWISESYOLT: SALE S EFEIERAFRHE \ColorSupporth 20070331 D01 -ColarS uppart. xlz
GROUPWISESWOLT: SALE S 2R 1ERAFRAE \ColorSupport 2007031 50 01 -ColarSuppart. xls
GROUPWISESWOLT:SALE S 2R 1ERAFRAE \ColorSupport 2007031 2001 -ColarSuppart. xls
GROUPWISENOLT SALES\EETSHRERFR1E \HPIH 483\ R i B3RS wls
GROUPWISEOLT SALES \HETHHEREF=1E \HPIH E 483 \HPEI R iEtHEa B St R e 55 27 9405...
GROUPWISENYOLT SALES\ETSHRERFR S \HPIH E 488 \HPEI R iEsaEdaBh St RIeh S =1 112
GROUPWISENYOLT SALES\ETEHRBRFR S \HPH E 488N E \HPEI F iE e R B St R eh 55 2R 0506
GROUPWISENYOLT SALES\EETEHRBRFR S \HRIH E 4885 \HPEI R dEtH R daBh St R e S5 0203 ..
GROUPWISENYDLY SALES \ETFERE R 18 \HF B 2R T \HPE B R B S R PSS e
GROUPWISESYOLT: SALES \EETRHERRZE 5 \HPEH E 48 B P05 Q3 FT program050711-050715 1=
SRELEENE Y04 04 FT program0830 1z

FHE 8 ENF \2O04F TPPO20304. =

e AR 04070 (FT Program).xls
GROUPWISESYOLT:SALE S ETSIERAFRHE \LO GO athers\partnerfarm. sl

GROUPWwISESYOLT:SALE S EFEHRR TS \LO G0  partnerfarm. xls

GROUPWISENOLT:SALES\FR(E B \AUiE 20 B 7 =14 ikl
GROUPWISENYDLT: SALES ERE B8 \aNiE 25 T B i+ e,

GROUPWISESWOLT: SALE 5 EE(E B \auss & | CO3E I GG

srouPwisewoLt seLesvEER wa e s+ TIIIINIGIGTGEEEEEE.

GROUPWISENOLT: 5ALES GRS B\ T8 58\ CDYE S iRl ..

GROUPWISENOLT: SALES SEE B \ELE 2\ 7 {4
GROUPWISEYWOLT:SALE S ETES B 2007 200707 2 | I —
GROUPWISESOLT: SALE 5 BB B i e EE T e —
GROUPWISE \WOL1:54LE S ETEE B8 42007200707 2 i e e -
GROUPWISENOLT: SALES \BB1E B8 \A4 27 B8 {37 (57 | e
GROUPWISEWOLT:SALE S \EE{E B |l % 25 5
GROUPWISESOLT:U ser\aMDERSOMA 2006071 £:004 3000 B SRR Bl 2000 FE L SEEE -5
GROUPWISESOLT: SﬂLEsﬁEEEﬁ:Lﬁﬂaﬁm
GROUPWISESOLT: S.&LES%EEE@:L%KLED%@W

e B b a1 e R FTUITE OO Ml UL A SIS T SIS N 0 LT A UL e s .mTan s

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

Right Click over list to save as
a CSY or Report File.
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131584
BE320
55296
54704
h4704
53760
85504

1058544

131684

115712

142420

118272
33636
77824

115712
E297E
55296
55296

342528

-
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Pelan £ ACTYL AckEing Hepo (= |0
RAULE | {ERE: | WEEH: | File Dffset: | BAfITIE: | 7
File Rename Request]  amanda MAMAGE. TAWAN.COL.. GROUPWISEADOMAINSOURCE \s i {#{s -amandatFFD 44200 1] 0 M
File Fename Fequest]  amandaMANAGE. TalwAN COL... GROUPWISEMDOMAIN:SOURCE \E E{ES -amanda' A eSS SLEEIR 0855 o 0 0 M
File Rename Request]  amandaMAMAGE. TAMWAN.COL... GROUPWISESDOMAIN:SOURCE S E{#{5 -amandatFOC44300 1] 0 M
File Rename Request]  amandaMANAGE. TAlWAN.COL.. GROUPWISESDOMAIN:SOURCE \SLE{#E{T -amanda\ D iEH#EESn IR E I35 nls 0 0 M
File Rename Request]  amandaMANAGE TAlWAN.COL.. GROUPWISESDOMAIN:SOURCE S {# {5 -amandatD9B 44800 1] 0 M
File Rename Request]  amandaMANAGE TANWAN.COL.. GROUPWISESDOMAIN:SOURCE ST -amanda\ DS IEHEE L ETRE LIRSS uls 0 0 M
File Ferame Bequest]  amandaMAMAGE TAMWAN COL.. GROUPWISENDOMAINSOURCE S it -armandatCI5442300 1] 0 M
File Ferame Bequest]  amanda MANAGE. TAMWAN COL.. GROUPWISEMDOMAINSOURCE = i -amanda'F oSS LRI 08 5E o= 0 0 M
File Rename Request]  amanda MAMAGE. TAMNAMN.COL.. GROUPWISESDOMAIN: SOURCE \SE{# {5 -amanda 36644200 1] 0 M
File Fename Fequest]  amandaMANAGE. TalwAN COL... GROUPWISEMDOMAIN:SOURCE \E E{ES -amanda' A eSS SLEEIR 0855 o 0 0 M
File Rename Request]  amandaMAMAGE. TAMWAN.COL... GROUPWISESDOMAIN:SOURCE S {5 -amandat97C34300 1] 0 M
File Rename Request]  amandaMANAGE. TAlWAN.COL.. GROUPWISESDOMAIN:SOURCE \SLE{#{T -amanda' S iE#EiE cn IR E I35 mls 0 0 M
File Rename Rec ) . andaht2C34300 1] 0k
File Fename Fec ? g /-" ﬁ; -'Q ’-% ﬁ\ -7}1";‘ ‘EIVF ,/‘:I’ ahda\FFEIEHEE LR IR S DR SR nle I o m
File Rename Rec = 0 — 7 l E] I V' andatDBE34200 1] 0 M
File Ferame Bequest]  amanda MANAGE TAMWAN COL.. GROUPWISEMDOMAINSOURCE \SE m{fE{S -amanda' A oSS LRI 08 5E o= 0 0 M
File Ferame Bequest]  amanda MANAGE TAMWANCOL.. GROUPWISENDOMAIMNSOURCE SR i {7 -amandat 720 24800 1] 0 M
le Rename Request] | amanda MANAGE. TANWAN.COL... | GROUPWISEAD DMAIN:SOURCE S fifgis -amanda\ =TS T ER T HE BE SRR 35 e
File Fename Fequest]  amandaMaMAGE Talwan COL.. GROUPWISENDOMAIN:SOURCE = EiE{5 -amandatDEC24500 1] 0 M
File Rename Request]  amandaMANAGE. TAlWAN.COL.. GROUPWISESDOMAIN:SOURCE \SLE{#{T -amanda' S iE#EiE cn IR E I35 mls 0 0 M
File Rename Request]  amandaMANAGE. TAMWAN.COL... GROUPWISESDOMAIN:SOURCE\SE{# T -amandat 24514800 0 0 M
File Rename Request]  amandaMANAGE TANWAN.COL.. GROUPWISESDOMAIN:SOURCE ST -amanda'\ S EiEHEE L ETRE DTSR uls 0 0 M
File "rite] arny SALES. TAMAN COLORLIFE  GROUPWISESWOLT:SALES EEE R \alid T Hik 93304 20430 M
File “wite] army SALES. TAMWAN COLORLIFE  GROUPWISENWOL1:SALES B E \aliEH \Iﬁﬁm‘? 93304 204280 M
File write] amy. SALES TAINWAN.COLORLIFE  GROUPWISENOLT.SALES \EREEE VENEEE T B i m . 98304 20480 M
File Wwrite] amy SALES. TAIWAN. COLORLIFE  GROUPWISEOLT SALE S S T {2007, 2007 07 iy 35304 20480 Mo
File wribe] anderzon SALES. TalPwaM COL... GROUPWISENWOLT: SﬁLESWEEEﬁzLﬁhE@]W 93328 16334 M
File wfribe] amp. SALES. TAMWAN.COLORLIFE  GROUPWISENWOLT:SALES IREE \EUEE ETEY 93304 20430 M
File Wfrite] anderson SALES. TAAMN COL...  GROUPWISENWOL1:SALES \FE{E B A2 = 1, 93328 16334 M
Files "write] amy. SALES. TAIWAN COLORLIFE  GROUPWISE\WOL1:SALESEEE B \BLE 3 \E T i —— ge304 20480 M
File 'wite] armp SALES. TAMWAM.COLORLIFE  GROUPWISE\YOLT:SALES SRS B AR asi g 7 T o I, .. 595304 20430 N
File Wwiite] anderson SALES. TAMWAN.COL...  GROUPWISE\WOLT:SALE S\EIE S S 2 \E 7 &/ e .. 99378 16384 N
File write] andersnn 5.-'1'-.LE5 T.-'f‘-.l"-.-'v".-'l‘-.l'ﬁl I:EIL EHDUF’WlSEWD L1: SﬁLES%ﬁﬁﬁﬁﬁﬁ\Eﬁﬁﬁﬁw D\-‘Ell"-.EDU?ﬂE Rig&%E Eﬁj&iﬁﬁ ulz a1z 16384 N
b

mber of Records: Right Click over list to save as ar

1.615

a CSY or Report File. e L
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NetWare Server Activity Frofile

Selected Tree: COLORLIFE_TREE
Install Location: SALES. TAPMwWAN COLORLIFE
Current Profile:  {SiRS5#Es . SALES. TAlWAN COLORLIFE

Diefine Metware Server Activity to Track, [vou can define to Track or Alert or both)
[v ' Track when CPU % Utlization exceeds (75 2 for mare than (120 seconds
Track when any Yolume iz mare than {90 = full

Track when any Yolume iz mounted

< | <
W

Track when any Yolume iz dismounted

<

Track when any Uszer haz less than |90 & free space [when resticting disk space peruser] [

Track when any Directany has less than [<Non % free; Limit directory scan depth to |<Mon levels [
[above iz when Folder/Directony space restrictions are in use] [0 = roat level anly]

Track when Tatal Cache Buffers are less than | <MNone: [number of remaining cache buffers] [

Track when Tatal Cache Buffers are less than| <Mon 2 [percent of total original cache buffers]

—

Track when server iz reboot/restarted

Track when MLz are loaded - only after the server haz been up for 10 minutes

N B EE

Track when MLz are unloaded - at any time

-
.
-
-
.

<]

Track when any replica on the zerver iz in an emor state and unable to spnchronize

Drefing who to alert and how:

v Aslert Users/GroupsdOng Roles included in the Users to Exclude List [on the Global Contrals Page)

Cancel

Send Alerts
Send Alerts [once per 12 hourg]
Send Alerts
Send Alerts
Send Alerts [once per 12 hourz]

Send Alerts [once per 12 hours]

Send Alerts [evern 5 minutes]
Send Alerts [even 5 minutes]
Send Alerts

Send Alert for each HLM loaded
Send Alert for each MLM unloaded

Send Alerts [once per eror state]

& anderson. SALES. Talwial COLORLIFE

[ Send Alerts via Novel "send" Messages

[ Send Alerts via e-mail to address(es] defined in NDS

&dd

yang_colotife 2EE

B



B &rPR73B $ 3 5F 5 b

ﬁ Define . eDirectory/NDS Security Tracking Profile
Selected Tree: COLORLIFE_TREE Q.
Inztall Location: SALES. TAlMWAN COLORLIFE
Current Profile: 1.5ALES. TAMWAN. COLORLIFE Lancel
Thiz Prafile will record selected activity for the following Container Branches and Selected Objects
Feport zelected MDS Activity for the fallawing Container Branches ¢ Selected Objectz 2dd
Container
Branch /
Selected
Object
Remove
Container /
Object

Thiz Report will track and/or Alert the following in the above Container Branches # Selected Objects:

r— MD3 Changes that Resultin Supervisor, Wiite, [ Alert [ additions ta Security Equivalence [ alert

Delete or Add Self Privileges . Individual

[ Failed Change Password Attempts [ Alet Aibute

[ MDS Changes that Besult in arg Other Privilege [ Alert [ Successful Change Password [ Alert Tracking an
[ Successful MD'S Object Delete Operations [ Alert [~ Track when Accaurts are Enabled or Disabled [ Alett S:;Zg:g
[ Successful MDS Create Object Operations [ Alert [ Track when Account is Intrder Locked [ Alert
Thiz Report Profile will track the following on any Metware Server in the abowve Container Branches:
[ Changes ta Directony ar File Systern Securty that result in Supervisor, "Wiite or Erase Privileges being assigned [ Alert
[ Changes ko Directory of File System Security that result in any Other Privilege being assigned [ Alert

Define who to alert and how:
[ Alert Users/Groups/Org Roles included in the Users to Exclude List [on the Global Controls Page)

&dd

D -

o/orlii [ Send Alerts via Movel "send Messages [ Send Alerts via e-mail to address(es] defined in HDS

i

D2 PR R B )



Fﬂ Onick eDirectory/NDS Logzin | Logont Activity Eeport - first 2,000 records only

Selected Tree: COLORLIFE_TREE
Install Location: SALES. TAlwAM COLORLIFE

Lagin # Logout Prafile: B A2 HFETE . SALES TAMAN . COLORLIFE

Fecord Type

Object Time Recorded

| Total Time Logged in | Servert ame

2% [eDir Login]

“g [LDAP duthenticate]
&g [LDAP duthenticate]
£ [LDAP Authenticate]

% eDir Logout

<

Mumber Becords:
5

anderzon SALES. TAMWAN.COLOR... | 27.07.07 22:57:2

anderson. SALES. TAMWAN.COLOR...  27.07.07 22:55:09
anderson. SALES TAMWAMN COLOR...  27.07.07 225705
anderson. SALES TAlWAN COLOR...  27.07.07 22:56:01
anderson. SALES TANWAN COLOR...  27.07.07 225738

B ARIRIEE > B %

15 zeconds

GROUPwWISE
GROUPWISE
GROUPWISE
GROUPWISE
GROUPWISE

Addressz Login wia LM Logn
192.168.5.123 SERVER.MLM

020COE 0 Z: 000000000001 MLDAP MLk LD,
030COE D Z: 000000000007 MLDAP MLk LD,
030COE 0 2: 000000000007 MLDAP ML LDA
1921685123

Right Click over list to save as

a C5¥ or Report File. e T
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ol/orlif

E}‘g*i — FI Jﬂl: HE—JJ%E R ﬁllg}pg*

Ak (1) 2 il

P &xfR73x B % 3f B

eDirectory/NDE Security Grannlarity Profile

Selected Tree: COLORLIFE_TREE
Inztall Location: SALES. TAMWAN. COLORLIFE

Profile: fd.S&LES. TalwAN. COLORLIFE

|Jzerz/Groupz/Org Raoles to Allow Privileaes specified below:

oK |

Izerz/Groups/Org Roles Included in thiz Security Profile

[ Asllawy For amy wser with ardinary Create # Delete Privileges

Containers to Grant Privileges for:

Add U zer/Group/Org Role

Femove

Caontainers | Include Subcontainers?

Add Cantainer |

Remove Container |

Caution:
To ensure proper Security Granularity Profile operation you must have
DSMETER.MLM loaded on each server that hosts a writeable replica of the

“Containers to Grant Privileges for" as defined by this Profile.

Object Claszes: and Privileges o Allows:

Object Classes | &llow Create? | Allow Delete? |

[ Allow Urrestricted Create and Delete Abilities

[ Track when Create and Delete requests are blocked

Add Privilege

Refresh List of Object
Clazzes and Privileges

Femove Privilege




'g @ crieDirectory e 4 2 |

Selected Tree: COLORLGE_TREE Camcel
Install Location: SALES. TANGAN COLORLIFE 4
1. Select a Prafile to Repart (g
Awallable Profiles \ | File Caunt | File ID | ¥leoe e
=5 [Global] Failed MD'S and Bindery Login Report 1 10003000 Files
: . N
1 10002000
0 4EAS7CDA
=8 2 deleted fd 0 4EA97082
Y] z_deleted_ldap i 4EAT7DAR
= z_deleted_r 0 46497040
=0 z_deleted test 0 46584138
=iz deleted TERTEE o 4457401
s BiipRsE st 0 ABAA07TC
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