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Internet
Internet
Firewall

LAN Device  gpanTap
Port

= EEG

Netwaork Monitored Computers
Mgmt PC
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Symantec Web Gateway
Mgt Port

Monitor Port

Internet
-

Internet
Firawall

Symantec

Web Gateway  WAN Port

—

Network
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Infiltrations and Problems That Have

Occurred Between 2008 and 2009

A virus/worm/Trojan has successfully infiltrated
our network through the Web

A virus/worm/Trojan has successfully infiltrated
our network through email

An email database became corrupted

Datafinformation from your organization was
accidentally or maliciously leaked

A virus/worm/Trojan has successfully infiltrated
our network through IM

0%

55%

10%

8%

15%

20%

30%

34%

40.% su.% 60% fﬁﬁ}}
-_— DfOrlir
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Applications That Organizations Consider
to be Legitimate and Which They Allow

Consider to be Allow to be
Application Legitimate Used
LinkedIn 61% 70%
Consumer-grade Webmail 47% 79%
Skype 35% 39%
Facebook 28% 50%
Twitter 28% 49%
MySpace 20% 39%

4}:’1’5 -
,symantec‘.
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Importance of Various Reasons for
Deploying a Web Management Solution
% Responding Important or Extremely Important

Reason %
To block adware / spyware / malicious sites 88%
To block new Web threats 83%
To block unwanted content like porn or gambling 77%
To block unwanted downloads 76%
To block peer-to-peer file sharing (P2P) 68%
For caching and Internet bandwidth optimization 57%
To log and report on user Web surfing behavior 48%
To minimize surfing for personal reasons 44%
To remove annoying ads from useful Websites 39%
To block personal Webmail 32%
To enforce a time limit for Internet access to particular 31%

category of Web sites

, symantec.
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Malware Internet destination protection
Malware web domains (http)

Malware IP domains (anything over IP)

Content Filter Malware categories (Malware, Phishing, etc.)

Malware Content Scanning

Malware Scan - Symantec award-winning AntiVirus Engine

Detection of Compromised endpoints (Symantec Proprietary)

Network Fingerprinting — Active malware infections

Behavioral Modeling — Bot detection

, symantec. -
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3 | El' https: 10, 160,11, 150 spywallf atbackeeport. php

iVi '@' Certificate Error

File Edit  Yiew

Favatites

Tools  Help

. Favorites | 6 Symantec Web Gateway - Wehoate: Reports: Potenti... |

|2~

= @ * Page = Safety = Tools = @' ﬁ*

@.J Symantec
Y. Web Gateway

Webgate
admin: log off

Reports
Executive Summary
Enterprise Summary
Custem Reports
Infectzd Cliznts

Infections by
Spyware Name

* Potential Attacks
Infection Sources
Client Applications
Web Dastinations
Botnets
File Uploads
Sawved Reparts
Alerts

Search..

Paolicies
Configuration
Blacklist
whitelist
Blocking Feedback

Administration
System Status

Caonfiguration

<_| T 1

|

1=

Reports: Potential Attacks: Spyware
Spyware IP Scanning Spamming
Filters Add Filter
Date |to|:la',.r ivj
AND | Select Filter Data ivj | Select Fileer Condition |VJ | |
Results 5 Potential Attacks | eyt i
F Dates 01/13/2010 - 01f13/2010
R Wed Jan 13, 2010 1:01:56 PM CST
Show| 20 _| per page __
| with Selected Items.. !V_] 1-5of 5 | =« First | « Previous | Next # | Last »»
I:‘ [all] Lakest Detection & Target Target Port Attacker Attacker Location Malware Name Severity Category Ackion |
D 01/13/2010 12:56 LOZ4911 2348 200.49,145.197 Federal, Botnet CEC Major Botnet @ Monitored
{00i641aedb64a) redstorm_info Argentina
D D1/13/2010 12:56 LOZ4911 2380 210.166.223.51 Japan Botnet CE&C Major Botnet @ Monitored
(D01641ae064a)
|:| 01/13/2010 12:55 LO34911 2782 193.136.119.32 Lisboa, Portugal Botnet CEC Major Botnet @ Monitored
(001641aedb4a) everydayrc
I:l 01/13/2010 12:55 LO34911 2700; tgdata 92.240.234.164 Bratislava, Botnet CEC Major Botnet @ Monitored
(00i641aal6da) Slovakia
I:l 01/13/2010 12:54 LO34911 2682 212.54.2.171 Finland Botnet CEC Major Botnet @ Monitorad
{00164132064a)
[all]
1 -5 0of 5| « First | « Previous | Next % | Last #»
& Copyright 2004-2010, Symantec Corporation. All rights reserved.
|ii 111 | :)|
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Hesults 5 Active Bots Detected
42 Inactive Bots

1,022 Suspected Bots Under Watch

76,182,696 Bot Hits

Filtar 02/02/2000 - 027092000
Mon Feb 9, 2009 2:31:03 PM PST

Show Detail

Bot IP/Hostname

— 129.210.129.207 Active
— 129.210.233.145 Active
— 129.210.47.167 Active
— 125.210.15.82 Actlve
— K10234(00219b4740cf) Actlve
— 129.210.87.189 Inactive

02/08/2009 17:
01/19/2009 12:
02/08/2009 17:
02/08/ 2005 15:
02/08/2009 15:
02/08/2005 15:
02/08/2009 14:
02/07/2009 16:
02/07/2009 15:
02/07/2009 16:
02/07/2009 12:
02/07/2009 02:

02707/ 2009 02::

02/07/2009 01
02/07/2009 01:
02/05/2009 13:
02/05/2009 17:
02/05/2009 17:
02/05/2009 16
02/09/2009 01:
10431/ 2008 03:
02/09/2009 01

D2/ 0%/ 2008 012

Status & Latest Detection

6
41

| Report Options '3’3

Show | 30  per page Change

1- 30 of 1,069 | «= First | = Previous | Next = | Last »» | Show All

Bot Activities

2 Types

Botnet Control (CRC)

1P Scanning

3 Types

IF Scanning

Spam Actlvitles

Spyware Fhone Home and Downloads
3 Types

IF Scanning

spam Actlvitles

Spyware Phone Home and Downloads
4 Types

Botnet Control [C&C)

IP Scanning

Spam Activities

Spyware Phone Home and Downloads
2 Types

IP Scanning

Spam Activities

3 Types

Botnet Control (CBC)

IP Scanning

Spyware Phong Home and Downloads

Hits
5,601
101
5,500
1,004
753

216

5
538,479
400, 768
137,698
13
232,852
26

141,164
91,647
15
00,367
62,662
137,698
92,847
870
89,770
2,207

CA&C (Command & Control
1 controller

54.85.160.108

0 controllers

0 controllers

2 controllers

89.108.8B4.211
194.204.19.34

0 controllers

1 controller
125.247.32.5

worlife

symantec.
a®50\®YFALAMK IS#R



Reports: Infections by Spyware Name

Nesults 41 Unigue Spyware Detected on 304 Infected Clients L .
5 Critical, 12 Major, 24 Minor

Filter Dates 02/13:2000 - 02/20/20C9
peort Fri Feb 20, 2009 4:10:4E PM PET

Top Infection Categories by Hosts Tap Infections by Hosts
Potantinlly Unwanted Software 1] 153 Viewpeoint Medla ] 118
Browser Hijacker ] 70 Shie Find ] 41
Adware ] 56 Zange ] 28
Botnet ] 9 Hotbar ] 24
Browser Plug-In] & Weatherdug ] 19
Adware Instaler] € 5050 toolkar ] 15
Backdoor 5 Aot Toolbar[C 9
Tracking Software ] 3 Aothve Bot [ 9
Trojon| 1 Populsr Screan Sever [ &
Adware Rond [ 7

Show | 30 per page Change

T 1- 5200 41 == FIFE | = FIevOus | NEIT = | Last »» | Show Al

[ [am} Latest Detection Spyware Mama Saverity s Category Clients Infected Distant Port Hits
0 02/ 15,2005 01:36 Active Bot Critical Boteet D 9 14594 53,574
o 02/ 1572009 18:22 Trojan.TDSS.1.Gen Critical Backdeor [i} 2 BOD: http 12
0 12/ 14/ A0 k= 16 SRaT Eritieal Rackdenr EV I 23430 2
g 02/ 13/ 200% 10:34 Autorun Critical Backdeor oL B0 1
o 02 15/ 200% 16:22 LOP.cam Critical Trajan j:} L oo 1
n 02/ 19/ 2009 16:25 Side Find Major Browser Hijacker i) # B8O 52
o 02/ 19/ 2009 1e:53 5050 toolbar Hajor Browser Hijacker 1S B0 8l ’
=] 02/ 10/ 2005 L6247 AlDt Toolbar Major Browser Hijacker r':i_j 2 BD 30
o D2/ 1972009 18:14 KuGoo Major Adware Installer |£} 3 20360 <9, 468

, symantec.
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Symantec
Web Gateway

Symantec Web Gateway

EREEAVIP fzdk 10.196.31.252 SR EFHREEE

IR A RE L U T SR T B OREERE

(i) Buschtrommel BEE  Trojan
(i) Buttman_o.0p_client BE Trojan
(i) catchcheat BEE  Keylogger
(i) DeepThroat BEE  RAT

(i) DRat BE Backdoor
SRR ITEE

NFADEE et PSR R T B » S R T e -
ETHE LERESEN -

& Copyright 2004-2009, Symantec Corporation. All rights reserved.

4‘? rlir
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Symantec Web Gateway
EREHAWIP {4k 10.196.31.244 {5303 & FEfEerEH
@ Symantec AR O R LU T R T AR RS RER A
1P/ Web Gateway

(i) Active Bot #E Botnet
BRI T i |
TS RS B TP S T = -
BT HE LEEESEHR -

T Copyright 2004-2009, Symantec Corporation. All rights reservad.

olorlir
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Try our new

Norton Security Scan!

Download and install Norton Security Scan. It will automatically scan your computer
every week, replacing the need for you to manually scan using Symantec Security

Check. It's quick, easy, and best of all, it's free!l

, symantec.
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Symantec
Web Gateway

Symantec Web Gateway

MRS GNP -

Buschtrommel
Buttman_0.%p_client
catchcheat
DeepThroat

DR.at
FEE 2F9E

s EREA R TR B ERETR - (o)

Hiig | 18

R |

>
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Symantec
@ \"‘}:E Eateway

Symantec Web Gateway

Scanning File for Spyware: Setup_FreeVideoConverter.exe

1,617,919 of 2,512,567 bytes scanned.

1@ « Y«d

© Copyright 2004-2009, Symantec Corporation. All rights reserved.

]

= Symantec
@ Web Gateway

Symantec Web Gateway

Scanning File for Spyware: Setup_FreeVideoConverter.exe

3,312,567 of 3,512,567 bytes scanned.

This file is spyware-free.

Click here to download.

Click the Back button in your browser to return to the previous page.

& Copyright 2004-2009, Symantec Corporation. All rights reserved.

) 4
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@- symantec
‘_/! Web Gateway
Symantec Web Gateway

Downloading eicar.com is prohibited

The file, eicar.com, contains viruses and violates company policy.
Click here for more information.

If you think this detection was in error, please click here.

€ Copyright 2004-2003, Symantec Corporation. All rights reservad.

>
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All categories

Criminal Activities
Computer Crimne
Ilegal Activities
Palitical Extrerme
Warez

Drugs
Alcohal
Illegal Drugs

Self-Help

Tobacco

| Blockall || allowall |[ moniter all |

| Blockall || allowall || Moniter all |

| Bl ':'.F.l‘i V’::
EBlock W]
[Block ™
[Block [+]

| elock all | [ allowall || Moniter al

; 1
Monitor W |

[Block ]

[ Manitar % |

o

oforfir
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d(4F.30 +4 0*! .58}&0%=a! -.30 +E &
(4F" }%w

After Hours Setbings
Allow After Hours Configuration

Define inmes to be used for After Hours Exceptions. All other times will be considered working hours.

Mon-Working Days

5 il T iy T F 5
E B B B E
After Hours Start | 5100 E |_F"M__EE
After Hours End "9_66-_\;1 |_.-;.M-_*;1|
Entertainment [ Block all | [ allow all | [ Monitor all | [ Block all | [ allowall | [ Monitor all |
arts [elock ]
Cinerna T__E.Eck ‘Zi
Hurmaor :E-I-:-ck e ['ﬁ'”':"""—v]
Literature :?-!nck___{! [AIIEE__\Zl
Music '__ET Gc k_V_-i I_'ﬁ'_”':'—""'__t-i
Recreational Facilities n-_E"ECB_l’l |_'f’_"|_|_'3'_1‘-'_____‘f__! t’
Social Media zBI-:-ck _V_I Manito? g

, symantec.
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m: Symantec
P web Gateway

Symantec Web Gateway

Accessing web site: www.tsn.ca is prohibited at this time

URL: wwnwr.tsn.ca/
This WRL, ww.tsn.ca, is a known sports location and violates company policy.
Click here for more information.

If wou think this detection was in error, please click here.

& Copyright 2004-2009, Symantec Corporation. &ll rights reserved.

>
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Application Control Categories Control Usage

All Categories Block all | [ allowall | [ Monitor all | [ Details all_|
Common Protocols ;IMonitor b

Data Base Applications i__Monitnr :’:l

Directory and Authentication E-Monitor b

Email and Groupware i.-i"ﬂonitnr :’:I

File Transfers and Logs E-Details R

[Block All | [ Allow All | [ Manicer All ]

Flazhdet (i - |

| Manitor |

FTP  —— |

| Monitor % |

NFg |

| Monitor W |

TFTR |

Monitor % |

Gaming ;“Monitor _V_|
Instant Messaging E.Monitnr At
Network Utilities [ Manitor |
Peer 2 Peer E-r-'i;:-r;.i.tnr _\-'
Renmnobe Access E-Monitor V—J

Streaming Media E-I;\.;or;-i-tnr - \

vOIP | Manitar v]

olorlir
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